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Abstract— Infrastructure-as-Code (laC) tools such as
Terraform enable declarative provisioning of cloud
infrastructure  but can also encode  security
misconfigurations and cost-inefficient settings. This
exploratory study compares a rule-based static analyzer,
Checkov, with a custom large language model (LLM)-
based Terraform reviewer. The primary evaluation uses
12 Terraform files containing secure controls, security
misconfigurations, cost-related issues, and a mixed
security-and-cost case. The two tools are applied to the
same source files and evaluated against a predefined
ground-truth issue list. Checkov provides deterministic,
fast detection of known security and compliance patterns,
whereas the LLM reviewer produces consolidated
explanations, suggested fixes, and contextual cost
observations. A supplementary three-run evaluation on a
stratified six-file subset is used to examine limited run-to-
run consistency of the LLM reviewer. The results are
interpreted as exploratory and dataset-specific rather than
as general performance estimates. The findings indicate
complementary strengths: static analysis provides
consistent coverage of predefined security rules, while the
LLM reviewer identifies contextual issues that are outside
the evaluated scanner’s rule scope and presents findings in
more accessible language. These observations motivate a
hybrid pipeline that combines static analysis, LLM-based
contextual review, and scanner-based verification of
proposed fixes.
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l. INTRODUCTION

Cloud infrastructure is increasingly provisioned through
Infrastructure as Code (laC), in which declarative
configuration files describe computing resources, storage,
networking, access permissions, and deployment policies.
Terraform, developed by HashiCorp, is a widely used multi-
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cloud laC language that supports a common provisioning
workflow across platforms such as Amazon Web Services,
Microsoft Azure, and Google Cloud.

laC improves repeatability and deployment consistency, but it
can also propagate insecure configurations at scale. A publicly
accessible storage bucket, an unrestricted network rule, an
over-permissioned identity policy, or an exposed secret may
create a security weakness when the configuration is deployed.
laC review before deployment is therefore an important
control for identifying security and compliance problems
before they reach production. Automated laC scanners parse
configuration files and compare declared resources with
predefined security and compliance policies [1], [2].

Two broad approaches are increasingly used for automated
1aC review. The first is rule-based static analysis, represented
in this study by Checkov. Static-analysis tools apply
deterministic rules to identify known configuration patterns.
The second approach uses large language models (LLMs) to
review laC configurations contextually, explain risks in
natural language, and suggest possible remediation steps [12].
This paper presents an exploratory comparison of Checkov
and a custom LLM-based Terraform reviewer using the same
12 Terraform source files. A supplementary analysis applies
the LLM reviewer three times to a stratified six-file subset to
examine limited run-to-run consistency. The study does not
claim universal superiority for either approach; instead, it
investigates  issue  coverage, false-positive  behavior,
explanation quality, actionability, and contextual scope.

1.1 Research Questions

RQ1: How do Checkov and the LLM-based reviewer compare
in their observed detection of predefined security and cost-
related issues in the same Terraform files?

RQ2: How do the two approaches differ in the explainability
and actionability of their reported findings?

RQ3: What potential benefits and verification requirements
arise from combining rule-based static analysis with LLM-
based contextual review in a hybrid pipeline?
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Il. RELATED WORK

Research on laC security has expanded alongside cloud
automation and the adoption of LLMs in software engineering
[8]. The literature relevant to this study can be organized into
static analysis for 1aC, LLM-based laC generation, LLM-
based review and repair, and verification of Al-assisted
infrastructure changes.

Rule-based scanners such as Checkov evaluate Terraform
configurations against predefined security and compliance
policies. An empirical study examined security-practice
adoption in public 1aC repositories using Checkov and
reported variation across security-practice categories [2].
Static analysis is effective for known patterns such as public
storage, unrestricted network access, missing encryption,
excessive permissions, and exposed secrets, but its coverage
depends on the enabled rule set and may not capture workload
context or cost implications [10].

A survey of LLM-based IaC generation examined cloud
platforms, laC challenges, and the use of LLMs for code
generation [3]. Syntactic validity does not guarantee security
or compliance. A security-focused Text-to-Terraform
evaluation further supports separating syntax, functional
validity, and security compliance [4].

LLMs have also been investigated for Terraform code-smell
detection [5] and tool-grounded laC repair [6]. These
approaches can consolidate findings, explain issues, and
suggest repairs, but proposed changes may remain incomplete
or introduce new problems [9].

TerraProbe proposed layered verification for LLM-assisted
Terraform repairs, including targeted scanning, full scanning,
validation, planning, and plan comparison [1]. This work
shows that clearing one scanner warning does not necessarily
prove that the underlying security requirement has been
satisfied.

The present study addresses a narrower practitioner-oriented
question: how does a rule-based scanner compare with an
LLM-based reviewer when both are applied to the same
Terraform configurations containing security, cost, and mixed
issues? It evaluates issue coverage, false-positive behavior,
explanation quality, actionability, and limited run-to-run
consistency.

1. METHODOLOGY

3.1 Dataset and Ground Truth

The final dataset contains twelve Terraform files representing
secure controls, security misconfigurations, cost inefficiency,
and a mixed security-and-cost configuration. The primary
experiment uses all twelve files. The original four-file study
was treated as a pilot and is not reported as a separate primary
experiment. Each file has a predefined ground-truth issue list
created before tool comparison. A finding is a true positive
when it maps to an injected issue; multiple scanner checks
referring to one underlying problem are consolidated into one
core issue.

TABLE I. DATASET COMPOSITION

Category Files |Purpose

Security controls |2 False-positive assessment
Security- 6 Access, network, secrets,
misconfiguration storage,  serverless, and
files database risks

Cost-focused files |2 Cost-efficiency analysis

Mixed security and|1 Co-occurrence test
cost

Cost-dimension 1 Cost-only control
control

Total 12 Primary dataset

3.2 Tools and Procedure

Checkov was executed against each Terraform file using its
configured Terraform security and compliance rules. Passed
checks, failed checks, check identifiers, severities where
available, and runtime were recorded. The LLM reviewer was
implemented using a Flask dashboard and Google Gemini
API. A fixed prompt requested security, cost, and best-practice
findings in a structured severity, issue, rationale, and fix
format. The primary LLM results contain one recorded review
per file. A supplementary repeatability analysis reviewed a
stratified six-file subset three times using the same model,
prompt, and generation settings.

TABLE Il. EVALUATION DESIGN

Analysis Files |LLM |Purpose

runs

per file
Primary 12 1 Compare Checkov and
comparison LLM findings
Repeatability |6 3 Measure exploratory run-
subset to-run consistency

3.3 Evaluation Criteria
TABLE I11. EVALUATION CRITERIA

Criterion Definition

Recall TP/(TP+FN) against predefined issues

Precision TP/(TP+FP) under the annotation
protocol

False positives  |Findings on verified-clean security|
controls

Explainability  |Quality of issue rationale

Actionability Usefulness of proposed remediation

Runtime Wall-clock analysis time

Repeatability /Agreement across repeated LLM runs

V. RESULTS

The primary analysis evaluated both tools on the same twelve
Terraform source files. Findings were compared with the
predefined issue list. The primary LLM results represent one
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recorded review per file; the supplementary three-run analysis
is reported separately.

4.1 Checkov Results

Checkov detected 16 of 20 predefined security issues, giving
an observed security recall of 80.0%. It detected 1 of 9
predefined cost issues, giving an observed cost recall of
11.1%. Across the 31 issues included in the category-level
comparison, Checkov detected 18, corresponding to an
observed recall of 58.1%. Four findings occurred on the two
verified-clean security controls.

TABLE IV. CHECKOV DETECTION PERFORMANCE

Metric Security [Cost  |Overall
issues  |issues

Number of issues 20 9 31

True positives 16 1 18

False negatives 4 8 13

Observed recall 80.0% [11.1% [58.1%

False positives on clean controls |4 NA |4

4.2 LLM Reviewer Results

The LLM reviewer detected 18 of 20 predefined security
issues and 8 of 9 predefined cost issues. The observed recalls
were 90.0% and 88.9%, respectively. Including the two
mixed-file issues, the reviewer detected 28 of 31 issues,
corresponding to an overall observed recall of 90.3%. Five
findings occurred on the two verified-clean security controls.

TABLE V. LLM REVIEWER PERFORMANCE

Metric Security |Cost issues [Overall
issues
Number of issues 20 9 31
True positives 18 3 28
False negatives 2 1 3
Observed recall 90.0% 38.9% 90.3%
False positives on clean/5 N/A 5
controls

4.3 Qualitative Comparison
TABLE VI. QUALITATIVE COMPARISON

Criterion Checkov LLM reviewer
Detection behaviorDeterministic  rule/Contextual
matching interpretation
Explainability Rule ID and fixed[Natural-language
description rationale
Actionability Limited repair|lssue-specific
guidance suggested fixes
Security coverage (Strong for enabledVariable by prompt
rules and model
Cost analysis Limited in selected|Contextual cost
configuration observations
Runtime Local and generallyHigher due to API
fast processing
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The LLM reviewer generally consolidated related findings
into fewer observations and provided more accessible
explanations. Checkov produced deterministic policy-linked
findings. These outputs are complementary, but LLM
suggestions require independent verification.

4.4 Three-Run Consistency Analysis

A stratified subset of six files was reviewed three times by the
LLM reviewer. The subset included security, cost, mixed, and
verified-clean control cases. Across the five issue-bearing
files, the reviewer detected 17 of 20 issues in Run 1, 18 of 20
in Run 2, and 17 of 20 in Run 3. The corresponding observed
recalls were 85.0%, 90.0%, and 85.0%.

TABLE VII. THREE-RUN LLM CONSISTENCY

ANALYSIS

File Groun Runl |Run2 |Run3 |Mean [Range

d truth
bad_s3 b4 4 4 4 4.00 (44
ucket.tf
bad_ec2_[5 3 3 3 3.00 [3-3
security
group.tf
bad_cost |5 4 5 5 4.67 |45
| inefficie
nt.tf
bad_cost |4 4 4 3 3.67 (34
| inefficie
nt 2.tf
mixed_se 2 2 2 2 2.00 [2-2
curity_an
d_cost.tf
good_s3 |0 3 3 3 3.00 [3-3
bucket.tf
control

The security and mixed cases were stable in detection count,
while cost-focused files varied because some findings required
workload-context judgments. Findings on the clean control
were treated as false positives and excluded from recall
calculations. The six-file analysis is supplementary and does
not establish general LLM reliability.

V. DISCUSSION

5.1 Static Analysis Strengths

Checkov provides deterministic output for a fixed version,
configuration, and input. Its findings are linked to explicit
policies and check identifiers, making them suitable for
auditing and CI/CD policy gates. Its limitations arise from rule
scope: it can detect conditions represented by enabled rules
but may not capture workload context or cost implications.
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5.2 LLM Reviewer Strengths

The LLM reviewer provides natural-language explanations,
consolidates related findings, and suggests remediation steps.
It also identifies contextual cost concerns outside the
evaluated scanner rules. However, LLM outputs may contain
false positives, false negatives, inconsistent issue descriptions,
or incomplete repairs [11].

5.3 Proposed Hybrid Pipeline

The results motivate a three-stage pipeline: 1) static analysis
for known security and compliance violations; 2) LLM review
for contextual explanation and remediation suggestions; and 3)
independent rescanning and validation of proposed changes.
Static analysis is treated as an independent verification layer
rather than absolute ground truth.

5.3.1 Prototype Verification

A prototype was demonstrated on bad_s3 bucket.tf. The
initial scan identified 12 failed checks. An LLM-generated
modification restored public-access blocking, restricted the
bucket policy, enabled encryption, and enabled versioning. A
second scan showed that the core injected issues were resolved
while secondary best-practice findings remained. Because the
workflow was demonstrated on one file, this is a proof of
concept rather than a full hybrid-system validation.

5.4 Threats to Validity

Construct validity: the files, injected issues, and prompt were
authored by one researcher, and cost judgments may depend
on workload assumptions. Internal validity: one annotator
mapped findings to the ground truth, and the tools have
different operating characteristics. External validity: the
dataset is small, manually constructed, AWS-specific, and
Terraform-specific. Reliability: the primary LLM results are
single-run observations, while the repeated analysis covers six
files; the observed five-point range is descriptive for that
subset, not an error margin or confidence interval for the full
dataset. Conclusion validity: the sample is too small for strong
inferential claims, and no universal superiority is claimed.

VI.  CONCLUSION AND FUTURE WORK

This paper compared Checkov with a custom LLM-based
reviewer on a 12-file Terraform dataset containing security
misconfigurations, cost-related issues, and a mixed
configuration. Checkov achieved observed recalls of 80.0%
for security issues and 11.1% for cost issues under the selected
rules. The LLM reviewer achieved observed recalls of 90.0%
for security issues and 88.9% for cost issues in the primary
single-run evaluation. These are dataset-specific descriptive
results, not general performance estimates. Checkov provided
deterministic policy-linked findings, while the LLM reviewer
provided consolidated explanations, suggested fixes, and
contextual cost observations. The supplementary repeated-run
analysis showed greater variation for judgment-dependent cost
findings than for binary security settings.
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A three-stage hybrid pipeline was demonstrated on one
representative Terraform file using static analysis, LLM-based
contextual review, and scanner-based verification. The
demonstration showed how resolved and unresolved findings
can be distinguished, but the complete pipeline was not
evaluated across all twelve files. Future work should use
larger externally sourced Terraform repositories, multiple
cloud providers and laC languages, multiple LLMs and
prompt strategies, repeated evaluation of the complete dataset,
independent annotators, inter-rater agreement, and verified-
repair metrics such as residual vulnerability rate, newly
introduced issue rate, review time, token usage, and developer
effort.
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