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ABSTRACT: Information or messages carrying by 

the high end devices and flow in large scale networks. 

This is not a message flaw, but simply reflects the 

large number of data which could be scrutinized by 

the high end machines. The main problem of network 

is lack of security between the information; thus, 

information will have seen by any host machine. 

Nearly millions of data used in the Internet today, but 

high end technologies never provide any surety on the 

network. Currently, we are working on the network 

attacks and byzantine attack is out of them that 

disrupt the information.  The sensor node is testified 

before a network allow to enter in the authorized 

area. If the node had communicated in the network 

then it is allowed by the base station node.The base 

station continue to search inside the network and if 

identified the attacker-- the base station node was 

stepped to terminate the node up on the network. 

 

Keywords: byzantine attack, Wireless sensor network 

(WSN) 

 

I. INTRODUCTION 

 

The  traffic  in  Wireless  Sensor  Network  depends  on  

number  of  queries generated per Mean time. The sink 

node transmits the information to be sensed by sending a 

query throughout the sensor field. The sensor nodes 

respond to the query by gathering the data using their 

sensors. Ultimately when the sensor nodes have the 

result of the injected query will reply to the sink node 

through some routing protocol. A sensor  node  also  

aggregates  the  replies  to  a  single  response  which  

saves  the  number  of packets to send back to the sink 

node[4] 

 

A. Security issues 

In networks there is many hazard and attacks against the 

security which are almost similar to their wired 

counterparts. In  fact,  wireless  networks  are  usually  

more  vulnerable  to various security threats as the 

unguided transmission medium is more susceptible to 

security attacks than those of the guided transmission 

medium. The broadcast nature of the wireless 

communication is a simple candidate for eavesdropping. 

In most of the cases various security issues and threats 

related to those we consider for wireless ad hoc networks 

are also applicable for wireless sensor network [20]. 

We are now improving these security issues so that 

sensor nodes provide the security on the network i.e. 

1. Confidentiality: In Wireless sensor network the 

data is communicated from one node to another 

node and after routing through many nodes, the 

data or information is passed to the base station. 

It is important that any message routed through 

wireless sensor network is confidential and not 

accessible to unauthorized user.  

2. Authentication: It may possible that 

unauthorized access by some malicious node 

may drop some packets from network or may 

introduce some false packets into the network. 

Such unwanted affects can be avoided if we 

have some means to identify the original sensor 

nodes. 

3. Integrity: The alteration done in data packets 

by malicious node violates the concept of 

integrity. Integrity means to ensure the 

correctness of the data. Receiver node should 

receive the data in original as send by the sender 

node. 

4. Availability: Failure of a node may leads to 

failure of a path or failure of base station may 

leads to failure of entire networks. Sensor nodes 

and base station should always be available to 

provide services of Wireless sensor networks. 

5. Freshness: The data of each message should 

have freshness i.e. data should be recent; no old 

data should be replayed by malicious nodes. 

6. Time Synchronization: Most of the Wireless 

sensor network uses time synchronization to 

calculate the delay between packets in a pair of 

two nodes. 
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B. Attacks in Wireless Sensor Network 

 

Security issue is the main concern in sensor network. 

These attacks are as follow: 

1. Worm hole Attack: This attack is based on 

network layer. In this attack malicious node 

recording all the packets at every location in the 

network and then make tunneling to pass all the 

packets from one node to another node. The 

solution to this problem is monitoring the 

network and flexible routing schemes.  

2. Black hole Attack:  InBlack-hole attacks 

malicious node captures and re-programs a set 

of nodes in the network and blocks the packets 

they receive instead of forwarding them towards 

the base station. Any packet that enters into the 

black hole region is captured by the malicious 

node and never reaches the destination node. [7, 

8] 

3. Denial of Service Attack: This malicious node 

in this attack hits on the accessibility of a node 

and all nodes in the whole of the network. Aim 

of this attack is to block the services of the 

sensor nodes [7, 8]. The attacker generally uses 

battery exhaustion method and radio signal 

jamming. It has further different categories: 

a Reflected Attack 

b Peer to peer attacks 

c UDP flood attack 

4.  Byzantine Attack: In this attack nodes are 

compromised to each other due to this packets 

are drop continuously and behave like normal 

node. When packets are continuously dropping 

then it creates a collision in the network and 

also degrades the performance of the network. It 

makes a different routing path in the network. 

 

II. LITERATURE SURVEY 

 

Ju young Kim and Ronnie D. Caytiles (2013)presented 

a study of the different vulnerabilities, threats and attacks 

for wireless sensors networks[7]. Effective management 

of the threats associated with wireless technology 

requires a sound and through assessment of risk given 

the environment and development of a plan to mitigate 

identified threats. An analysis to help network managers 

understand and asses the various threats associated with 

the use of wireless technology and a number of available 

solutions for countering those threats are discussed. 

Wireless sensors networks provide a numerous 

opportunities for increasing productivity and minimizing 

costs. It provides significant advantages for many 

applications that would not have been possible for the 

past. The different vulnerabilities threats and attack that 

could possibly put WSNs in a vital or critical situation 

have been identified and discussed in this paper. The 

different categories of these threats are defined to 

identify a possible countermeasure scheme applicable for 

each threat classification. 

TeodorGrigore LUPU (2012) presented that security 

has become the forefront of network management and 

implementation [9]. The challenge in security issues to 

find a well balanced situation between two of the most 

important requirements: the need of developing networks 

in order to sustain the evolving business opportunities 

and work level, and the need to protect classified, private 

and in some cases even strategic information. The 

application of an effective security policy is the most 

important step that an institution can take to protect its 

network. Networks have grown in both size and 

importance in a very short period of time. If the security 

is compromised, there could be serious consequences of 

wireless sensor network. 

Aditya Vempaty (2013) introduced that the control of 

the false discovery rate (FDR) for distributed detection in 

wireless sensors network (WSNs) can provide substantial 

improvement in detection performance over convential 

design methodologies [11]. In this paper, further 

investigate system design issues in FDR-based 

distributed detection. They demonstrate that improved 

system design may be achieved by employing the 

Kolmogorov- Smirnov distance metric instead of the 

deflection coefficient. They also analyze the performance 

of FDR based distributed detection in the presence of 

byzantine.Byzantines are the malicious sensors which 

send the falsified information to the fusion center (FC) to 

deteriorate system performance. It is observed that 

detection performance is degrading when fraction of 

Byzantines is large. Detection simulation results are 

providing to demonstrate the robustness of the proposed 

adaptive algorithm to byzantine attacks in WSNs. 

Chris Karlof, David Wagner (2003) considered [12] 

routing security in wireless sensors networks. Many 

sensors network routing protocols have been proposed 

but none of them have been designed with security as a 

goal. They proposed security goals for routing in sensor 

networks, show how attack against ad-hoc and peer-to 

peer networks can be adapted into powerful attacks 

against the sensors networks, introduce two classes of 

novel attacks against the sensors network like sinkholes 

and HELLO floods and, analyze the security of the entire 

major sensors network routing protocols. 

 

III. AFFECTS OF BYZANTINE 

ATTACK 

 

When the malicious node is triggered in the network then 

the performance of the network is degrade then 

performance metrics is improved by packet delivery 

ratio, end to end delay and packet loss ratio. 
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FIGURE 1.1 ATTACK GENERATION [2]  

 

 

IV. PROPOSED SUGGESTIONS 

 

The proposed technique is based on trust values. In this 

techniques adjacent nodes of each node is calculated and 

nodes which can change its identification its trust value 

reduced according to time. The nodes which have least 

trust value is detected as malicious nodes in the network. 

The first step of the technique is to gather in information 

about the location and adjacent nodes of each node.  

The second step is the assign trust values to each node. 

The node which change identification has different 

adjacent nodes each time, this information will reduce 

the trust value of the node.  

The node which have minimum trust value will be 

detected as the malicious nodes and it will isolated from 

the network  

 

V. SIMULATION AND RESULTS 

A. Packet drop 

 

This parameter is mostly used in security attacks and 

research community of networking. This term refers that 

packets are releasing in the network. Due to reason of 

making non optimal paths are made in the network and 

stealing the information in form of packets. Due to 

packet loss routers lost the path and it also degrades the 

network performance. 

 
                        Figure 1.2: Packet Drop 

 

B. Throughput 

This term means that how much messages are 

successfully reached in the network. It does not matter 

whether the messages are delivered through physical or 

logical link. If the messages are successfully reached 

according to simulation time then throughput of the 

network is high. 
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               Figure 1.3: Throughput 

 

VI. CONCLUSION 

 

Centralized Base Station node alert about the attacker 

node; by now more or less certain their paths was same 

network. Due to decentralized nature of WSN 

bidirectional attack is possible in the network which is 

triggered by the malicious node. The simulation results 

show that Throughput, packet loss increase due to 

byzantine attack. The proposed scheme is based upon 

trust values and improving the drop ratio and thus 

throughput is high. 
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