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ABSTRACT - Cloud computing may be a good 

platform for research and application of 

knowledge mining, for the rationale that it 

provides powerful capacities of storage and 

computing, excellent resource management based 

on virtualization and resource sharing model, and 

comprehensive service system. 

However, investigation on data processing in 

cloud computing environment remains in its 

infancy. 

In this paper, solvent of classification rules mining 

with resources in cloud is developed, and an 

innovative classification rules mining model with 

genetic algorithm in cloud computing is proposed 

considering characteristics of cloud computing. 

An illustrative example is analyzed to show 

feasibility and effectiveness of the suggested 

model. 

I. INTRODUCTION 

This chapter assumes that the reader is familiar with 

the manner in which cloud computing is defined as 

set forth by the National Institute of Standards and 
Technology, a federal agency of the United States 

Government.  

  In brief, cloud computing is a model for enabling 

convenient, on demand network access to a shared 

pool of configurable computing. This cloud model is 

composed of five essential characteristics, three 

service models, and four deployment models 

II. CLOUD COMPUTING AND IDENTITY  

 This is a bold statement, but nonetheless 

appears to be the method of choice by a number 

of industry leaders.   

  However, as well as being a perceived panacea 

for the ills of data security, it is also one of the 

most difficult technological methods to get 

right. Identity, of all the components of 

information technology, is perhaps the most 
closest to the heart of the individual.   

  After all, our identity is our most personal 

possession and a digital identity represents who 

we are and how we interact with others online. 

The current state of the art in digital identity, in 

particular with reference to cloud identities, is a 

work in progress, which by the time you are 

reading this should hopefully be entering more 
maturity.  

  However, going back to my opening statement, 

digital identity can be used to form the basis of 

data security, not only in the cloud but also at 

the local network level too. To expand on this 

somewhat, we need to look at the link between 

access, identity, and risk. These three variables 
can become inherently connected when applied 

to the security of data, because access and risk 

are directly proportional:   

    As access increases, so then risk to the 

security of the data increases. Access controlled 

by identifying the actor attempting the access is 

the most logical manner of performing this 

operation. Ultimately, digital identity holds the 
key to securing data, if that digital identity can 

be programmatically linked to security policies 

controlling the post access usage of data.  

  The developments seen in the area of a 

cloud-based digital identity layer have been 

focused on creating a ―user-centric‖ identity 

mechanism. User- centric identity, as opposed 
to enterprise-centric identity, is a laudable 

design goal for something that is ultimately 

owned by the user. However, the Internet tenet 

of ―I am who I say I am‖ cannot support the 

security requirements of a data protection 
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methodology based on digital identity, therefore 

digital identity. 

III. OVERVIEW OF LEGAL ISSUES  

  The legal issues that arise in cloud computing are 

wide ranging. Significant issues regarding privacy 

of data and data security exist, specifically as they 

relate to protecting personally identifiable 
information of individuals, but also as they relate 

to protection of sensitive and potentially 

confidential business information either directly 

accessible through or gleaned from the cloud 

systems (e.g., identification of a company‘s 

customer by evaluating traffic across the 

network).   

  Additionally, there are multiple contracting 
models under which cloud services may be 

offered to customers (e.g., licensing, service 

agreements, on-line agreements, etc.).   

  The appropriate model depends on the nature of 

the services as well as the potential sensitivity of 

the systems being implemented or data being 

released into the cloud. In this regard, the risk 

profile (i.e., which party bears the risk of harm in 
certain foreseeable and other not-so-foreseeable 

situations) of the agreement and the cloud 

provider‘s limits on its liability also require a 

careful look when reviewing contracting models.   

  Additionally, complex jurisdictional issues may 

arise due to the potential for data to reside in 

disparate or multiple geographies. This 
geographical diversity is inherent in cloud service 

offerings. This means that both virtualization of 

and physical locations of servers storing and 

processing data may potentially impact what 

country‘s law might govern in the event of a data 

breach or intrusion into cloud systems.   

IV. THE CURRENT STATE OF DATA 

SECURITY IN THE CLOUD 

 However, the very nature of cloud computing 

dictates that data are fluid objects, accessible 

from a multitude of nodes and geographic 

locations and, as such, must have a data security 

methodology that takes this into account while 

ensuring that this fluidity is not compromised. 

This apparent dichotomy data security with 
open movement of data—is not as juxtaposed as 

it first seems. Going back to my previous 

statement that security is better described as 

―risk mitigation, ‖ we can then begin to look at 

securing data as a continuum of choice in terms 

of levels of accessibility and content 

restrictions: This continuum allows us to choose 
to apply the right level of protection, ensuring 

that the flexibility bestowed by cloud computing 

onto the whole area of data communication is 

retained.  

  As I write, the IT industry is beginning to wake 

up to the idea of content- centric or 

information-centric protection, being an 
inherent part of a data object. This new view of 

data security has not developed out of cloud 

computing, but instead is a development out of 

the  idea  of the  ―deperimerization‖  of  the 

enterprise. This idea was put forward by a group 

of Chief Information Officers (CIOs) who 

formed an organization called the Jericho 

Forum. 

 The Jericho Forum was founded in 2004 

because of the his type of data exchange in a 

secure manner. However, the ideas forwarded 

by the Jericho Forum are also applicable to 

cloud computing. The idea of creating, 

essentially, de-centralized perimeters, where the 

perimeters are created by the data object itself, 

allows the security to move with the data, as 

opposed to retaining the data within a secured 

and static wall. This simple but revolutionary 

change in mindset of how to secure data is the 
ground stone of securing information within a 

cloud and will be the basis of this discussion on 

securing data in the cloud.  

V.  CONCLUSION 

Hrere, all concept of the topic that is Cloud 

Computing cover the all the issue of the storage and 

and security of the data. Basically Cloud computing 

is recently new technology that has potiantial to have 

a great impact of the computer science world. 
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