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Abstract— This paper presents building an effective web
application for authenticating and verifying a student or
employee. In today’s world, carrying various plastic
smart cards to prove your identity has become an
integral part of everyday life. As the world is moving
towards digital technology, traditional means of
verification still exist. This paper specifies the use of
technology to build a smart authentication system for
identity verification. There is a clear need for
technological solutions for a versatile national identity
for all citizens. On traditional ID cards, one can easily
manipulate the information, which is not acceptable at
all. For this, we are using QR codes and Face
Recognition based authentication systems to identify a
person. Along with that, we are providing SMS service,
E-Mail service, and a Performance Chart for user info in
graphical format using Machine Learning.

Keywords— Web Application, Bio-metric technologies,
Authentication, Verification, Security, Face Recognition,
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l. INTRODUCTION

The Recent advances in sophisticated image forgery
algorithms have increased the trend of image manipulation,
raising  various security and privacy concerns.
Organizational ~ security ~ concerns  regarding  the
confidentiality of employee work environments have led to
the use of various automated solutions to authenticate
authorized employee access to relevant departments/
buildings. To address these challenges, we propose an
automated solution to authenticate the identity of the
students. A Smart Identity Card is considered a secure and
time saving on authenticating an individual’s identity. Using
this system there would be a complete track of when the
student arrived and when he left the college. The problem
this project will be addressing is that generating the ID cards
manually takes a lot of time and money; using this tool, the
ID cards would be generated immediately and sent to the
registered email id of the student.

The system is robust to changes in lighting conditions, glare,
noise, contrast, and shadows. This system is based on the
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idea of ID verification with QR codes and Face Recognition;
the ID cards would be generated online on the web
application. Details like name, ID number, and emergency
contact will be displayed on the ID card, and all other details
will be hidden under the QR code. To verify the student, the
security guard at the entrance gate has to scan the QR code
on the ID card along with the student’s face. If it matches,
then thestudent is allowed to get in.

Once the student enters the college campus, our SMS system
will send the notification to their parents, and the time he
enters the college campus will be updated on an excel sheet
that will be accessible by the teacher; the same will be done
once the student leaves the campus. The reason we use QR
codes is the amount of data they can store compared to
barcodes, and this is probably the most important difference.
A QR code is two-dimensional, unlike a one-dimensional
barcode. This means that QR codes can contain more data,
and QR codes can be up to 10 times smaller than barcodes
and still be readable.

1. LITERATURE REVIEW

Technology is everywhere — woven into almost every part of
our culture. It affects how we live, work, play, and, most
importantly, learn. The use of internet technology has
altered the entire perception of security systems. Vast
amounts of information can be stored locally or remotely and
moved virtually instantly. Various scholars have devoted
consider- able effort to examining several identity features
in human identification. QR Code is said to be the next
generation of barcodes. Our objective is to design a viable
technology solution for a single multi-purpose ID card that
would eliminate carrying multiple cards by an individual.
Our system will be specifically designed to implement QR
Codes in Dig- ital Identity Cards, introducing a new era of
identity cards asSmart Identity Cards.

Traditional Identity Cards can have errors and mistakes.
Sometimes they make the mistake of writing the wrong name
they are not up-to-date.  As of now, an ldentity card uses
the regular barcode for verification. However, the problem
here is that it does not describe all the students’ information.
The matrix-type of barcode is one-dimensional. Bar- code
scanning requires a particular device called a barcode
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reader. Scratched barcodes may cause problems while
scanning. So to avoid this flaw, we will use a QR Code
System to Scan. QR Technology is used because of its large
storage capacity, fast readability, lower implementation cost,
and technical simplicity. It is not difficult to read a QR
Code, even if partially damaged.

Manual card verification is a time-consuming and tedious
activity and becomes less efficient in case of a large number
of users entering the building in a short period. Many
educational institutions prefer to use simple non-RFID
identification cards that the employee or student must
wear as part of their dress code to reduce user identification
costs. How- ever, this manual verification process is
unreliable and leads to security gaps as a result reliance on
guards for manual verification, where image manipulation
can be used to generate fake cards that are difficult to detect
with the naked eye. Moreover, it gives a constructive
approach to tackling unauthorized access. Our system can
streamline the identification and authorization of
users/students in a contactless manner.

1. SYSTEM DESIGN

This section provides a comprehensive discussion of how the
software works. The Figure [2] shows the process flow of a
web application. The actors involved are students, security
guards, and admin. Users will register themselves. Their
data will only be viewed by an admin who is a super user.
They will also be able to see their performance chart, which
includes a graphical view of their data. The Security Guard
will scan the QR Code and face of the user. He will only
have the scanning option, which is directly linked with the
admin. An administrator can view the user’s information
but not edit it. For the facial recognition system, we builta
collection of 1000 photos with varied faces. We made sure
that the dataset was diversified. The collection contained
photographs acquired in various settings and lighting
circumstances, including glare, shadow, and low-contrast
images. To accurately extract the face from any location, we
applied optimal algorithms.

Based on the impact of visual communication, facial
recognition technology uses image acquisition equipment
to gather data on human faces and input it into a computer
for program calculation. Computer algorithm technology is
then used to process the data collected on faces, analyze it,
and extract features to perform identity recognition. The
initial job is received by the client and then allocated to the
server. The client processes the face image and transmits the
job to the processor. After the face picture is automatically
identified, the result of the image sequence is recovered and
utilized as the processor for automated facial recognition.
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Fig. 1: Working Flow

™\

/
User/Studert -—| Vericabon |—p Venfied?

/

N,
»L;’ Reject
{

| Yes
J

Alow Saudent

—_—

S S [ Tere slEby &
Passeny D tecdsd |

/

Fig. 2: High Level Working Diagram

a. UML Diagram for User

To get started, the user must first register for an account
on the web application and provide their login information.
Then, they must provide the password and confirm the pass-
word for the website and click the register button. The web
page will then automatically add their username and pass-
word to the database. To prevent anyone else from using the
web app, the user can input the e-mail ID given by the
institute. An email with confirmation instructions will be
sent to the registered email address. The user must log in
before filling out the online app’s form with any information,
including a photo that will be used for facial verification.
Following registration confirmation, an email will be sent
with a QR Code.
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Fig. 3: UML Diagram for User

b. UML Diagram for Admin

There will be a separate panel again for the administrator
where he can see all the user information. He must first
create an account by entering a username and password. He
only has access to the relevant facts after signing in.
Additionally, if a user leaves mid-session for any reason, the
admin can remove that person’s record from the database.
This user privilege applies to those who just need to
examine records and data in Essentials. If an administrator
attempts to operate the Admin Portal without the necessary
administrative privileges, an error notice will be presented.
Furthermore, information irrelevant to the administrator’s
authorization is
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Fig. 4: UML Diagram for Admin

€. UMI Diagram for Security Guard

The security guard establishes his account by first
registering. Because there will only be one account, the
admin is only responsible for creating it. In addition,
Security Guard will have access to a second scanner via the
web app. The security guard is simply responsible for
scanning a student’s face and QR-Code. The data in real
time will be updated. In addition, if the verification is

successful, an SMS will be issued to the parent’s cell phone.
The performance chart will be updated with the same
information.
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Fig. 5: UML Diagram for Security Guard

d. System architecture of the QR code

The preprocessing part of the secure image generator serves
three purposes. The secure image generator first converts
picture data into character string data. The modified data
is then text-based data compressed to fit the data capacity
allowed by the QR code. Finally, the optimized data is
encrypted in cryptography using a text-based encryption
approach to complete the data preparation for creating a QR
code-based secure picture.

QR codes can carry information both horizontally and
vertically, they can encode the same amount of data in
around one-tenth the area of a typical barcode. This includes
authentication information as well as certain student’s
personalinformation.
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Fig. 6: QR Code Architecture

e. Technical Specifications
Technologies:
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«  Backend: Python (Flask / Flask-RESTful API).

—  Flask is an open-source web framework. It’s a Python
package that makes it simple to create web apps. It has a
modest and simple core: it’s a mi- croframework without
an ORM (Object Relational Manager) or other
functionalities.

*  Frontend: ReactJs.

— ReactJS is a JavaScript toolkit for creating reusable Ul
components that is declarative, fast, and versatile. It is
an open-source, component- based front-end library
that is exclusively respon- sible for the application’s
view layer.

» Database: SQLite

— SQLite is a software package that offers a server- less,
transactional SQL database engine with zero setup.
SQLite is the world’s most popular SQL database
engine.

»  Security/Authentication: JWT (JSON Web Token).

— JWT, or JSON Web Token, is an open standard that
allows two parties — a client and a server — to
exchange security information. Each JWT in- cludes
encoded JSON objects as well as a set of assertions.

Featutes:

*  Face-Recognition.

*  QR-Code verification.
*  SMS Service.

*  Email Service.

*  Performance Chart.
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V. CONCLUSION

Our system helps to digitalize the traditional way of
identifying verifying the person, we can make the surety of
over- coming the flaws of the existing system. Smart
Authentication System with Identity Verification is being
made computerized to increase efficiency and reduce human
error. Mak- ing modern technologies accessible is a great
advantage for developing countries as they can introduce the
system to dif-ferent educational institutions.
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