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ABSTRACT - Now a days Security Has Become 

an Important Issue to Be Resolved. So, We Are 

Solving That Matter by Using Updated Technolo-

gy. This Project “Face Recognition Based Door 

Unlocking System” deals with The Conception to 

Protect Locking Mechanism Utilizing IoT for 

Door Unlocking Process to Give Essential Security 

to Our House, Bank Lockers and others. In This 

Project We Look into the Accuracy of The Face 

Recognition Algorithms Using OpenCV And Py-

thon Computer Language. Local Binary Pattern 

Histogram Algorithm Is Used for Face Recogni-

tion. Training and Identification Is Done in Rasp-

berry pi. 

Keyword: Face recognition, Internet of things (IoT), 

Local binary pattern histogram (LBPH), Raspberry 
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I. INTRODUCTION 

In biometrics security, the face is commonly used for 

recognizing people. In today’s day and age face 

recognition received much needed attention due to its 

application found in security, forensic, face tracking, 

criminal detection etc. The face recognition process 

is performed by capturing a picture of the visitants 

and differentiate it with the stored databases. Bio 

metric is a challenging field, and face biometric is no 

exception. There are various limitations associated 
with face Biometrics such as illumination, head pos-

es, facial expressions, ageing etc. Automatic face 

recognition involves features extraction and face 

recognition, face detection, face algorithms are clas-

sified into two classes based on geometric features 

and image template. 

 
Fig 1.1: Typical face recognition system 

II. LITERATURE SURVEY  

In this paper [1] door access system by using face 

recognition the images are stored in a database. This 

system is used for door lock access for Residential 

and Commercial Purposes. Here they have designed a 

highly secured door locking system by using Rasp-

berry pi. In this paper  

[2] A facial recognition system using raspberry pi can 

make the system a little lighter and work properly 

utilizing lower control use, so it is more appropriate 

than the computer- based facial recognition system. It 

is open-source software on Linux. they are also 

providing power backup for the smooth and continu-

ous functioning of the system in case of power fail-
ure. For charge the Raspberry Pi they used a power 

bank so that few possibilities to slow down the sys-

tem.  

According to this paper [3] the system can be used in 

several places like offices, laboratories and other 

worldly automated systems, which reduce the proba-

bility of problems. Indicate the security department if 

any issue occurs. 
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[4] The paper suggests that the face detection process 

under controlled lighting conditions (fluorescent 

light) gives an accuracy of 95% with scale increase 

rate at 1.2, minimum neighbours threshold at 10 and 
minimum detection scale at 25X25.In this range the 

recognition rate is at 85% 

III. METHODOLOGY 

A. System design

 

 

Fig-1.2: Architectural diagram 

Face recognition-based door lock system uses a pi 

camera to capture a video feed and sends it to the 

raspberry pi for processing and recognition processes. 

If any face is detected in the frame it will try to rec-
ognize it and match it to the database system. After 

recognizing a person, it will open the lock in the door 

and will remain locked if detected unknown, and also 

if any unknown person is detected it will send a mes-

sage through API to the owner of the system. 

 

 

 

Fig-1.3: Circuit diagram 

 

 

   

  

Fig 1.4: Embedded diagram 

 

B. Algorithm used: 

Local Binary Pattern Histogram 

Local Binary Pattern (LBP) is a simple yet very effi-

cient texture operator which labels the pixels of an 
image by thresholding the neighbourhood of each 

pixel and considers the result as a binary number. 

The following steps can define LBPH ------- 

We have an image having dimensions N x M. 
We divide it into regions of same height and width 

resulting in m x m dimension for every region. 

Local binary operator is used for every region. The 

LBP operator is defined in window of 3x3 
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here '(Xc, Yc)' is a central pixel with intensity 'Ic'. 

And 'In' being the intensity of the neighbour’s pixel 

Using median pixel value as threshold, it compares a 

pixel to its 8 closest pixels using this function. 

 𝑠(𝑥) = {1, 𝑥 ≥  0, 𝑥 <     0 0  } 

If the value of neighbour is greater than or equal to 

the central value it is set as 1 otherwise it is set as 0. 

Thus, we obtain a total of 8 binary values from the 8 

neighbours. After combining these values, we get a 8 

bit binary number which is translated to decimal 

number for our convenience. This decimal number is 

called the pixel LBP value and its range is 0-255.  

 

Later it was noted that a fixed neighbourhood fails to 

encode details varying in scale. The algorithm was 

improved to use different number of radius and 

neighbours, now it was known as circular LBP. 

 

The idea here is to align an arbitrary number of 
neighbours on a circle with a variable radius. This 

way the following neighbourhoods are captured: 

 

For a given point (Xc, Yc) the position of the neigh-

bour (Xp, Yp), p belonging to P can be calculated by: 

 𝑌𝑃 = 𝑌𝐶 + 𝑅 𝑠𝑖𝑛 𝑠𝑖𝑛 (
2𝜋𝜌

𝜌
 ) 

 𝑋𝑃 = 𝑋𝐶 + 𝑅 𝑐𝑜𝑠 𝑐𝑜𝑠 (
2𝜋𝜌

𝜌
 ) 

Here R is radius of the circle and P is the number of 

sample points. If a point’s coordinate on the circle 

doesn’t correspond to image coordinates, it gets in-

terpolated generally by bilinear interpolation: 

 𝑓(𝑥, 𝑦) ≈  [1 −
𝑥  𝑥]  [  𝑓(0,0) 𝑓(0,1) 𝑓(1,0) 𝑓(1,1)  ]  [ 1 − 𝑦 𝑦  ] 

The Euclidean distance is calculated by comparing 

the test image features with features stored in the 

dataset. The minimum distance between test and 

original image gives the matching rate. 

  𝑑(𝑎, 𝑏) =  √∑𝑛
𝑖=1 |𝑎𝑖 − 𝑏𝑖|

2 

 

 

 

 

Fig 1.5: Input images used in algorithms 

As an output we get an ID of the image from the da-

tabase if the test image is recognised. 
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Fig 1.6: Face detection using LBPH 

LBPH can recognise both side and front faces and it 

is not affected by illumination variations which mean 

that it is more flexible. 

IV. TESTING RESULTS 

Table 1: result using LBPH 

     

V. CONCLUSION 

From the testing results it is clear that while dealing 

with more number of data accuracy of LBPH can 

decrease. Although LBPH can deal with different 

light conditions and different poses and effective in 

detecting faces and recognizing them, so it is chosen 

as a go to algorithm in face recognition-based door 

lock system. 

VI. FUTURE SCOPE  

In future the system can be deployed in the cloud for 

easy computational tasks, or some new facial recog-

nition algorithms can be deployed. Alternate recogni-

tion measures can also be implemented in the future. 
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