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Abstract— A smart card, chip card, or integrated circuit 

card(icc) is any pocket-sized card with embedded 

integrated circuits. Smart Cards are secure portable 

storage devices used for several applications especially 

security related ones involving access to system’s database 

either online or offline. Smart cards are made of plastic, 

generally polyvinyl chloride, but sometimes polyethylene 

terephthalate-based polyesters, acrylonitrile butadiene 

styrene or polycarbonate. This research is chiefly to study 

the security principals of smart card and assess the 

security aspects’ effect on smart card technology adoption. 
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I.  INTRODUCTION 

A smart card, a type of chip card is a plastic card embedded 

with a computer chip that stores and transacts data between 

users. The card data is transferred via a reader that is part of a 

computing system. Smart card-enhanced security systems are 

in use today throughout several key applications, including 

healthcare, banking, entertainment and transportation. 

To various degrees, all applications can benefit from the 

added features and security that smart cards provide. 

According to Dataquest, the worldwide smart card market will 
grow to 6.8 Billion units and $11 Billion by 2006. 

Introduction of smartcard technology has found its way to a 

number of proprietary financial applications like credit/debit 

card transit application, Personal Identification card, loyalty 

card for purchasing applications etc. This paper covers smart 

card and mobile payment schemes that are available in the 

market. 

With the introduction of high ended smart card like java 

card as SIM card, even mobile phone is also equipped with 

payment applications. The next section describes briefly about 

the existing payment schemes in market. Also, we cover in 
brief the potential of mobile payment schemes in the coming 

years. In the final section gave a small survey result regarding 

the future of electronic payments. 

Smart cards have been utilized excessively during the last 

couple of decades. In recent years though, a new generation of 

smart cards evolved: programmable smart cards. In this paper 

the authors give an overview of the current state of the 
technology and compare the cards on the market. The scope of 

uses for a smart card has expanded each year to include 

applications in a variety of markets and disciplines. In recent 

years, the information age has introduced an array of security 

and privacy issues that have called for advanced smart card 

security applications. 

At the end of the paper, an overview of the attack 

techniques on the smart card is discussed as well. Having 

those attacks does not mean that smart card is unsecure. It is 

important to realize that attacks against any secure systems are 

nothing new or unique. Any systems or technologies claiming 

100% secure are irresponsible. The main consideration of 
determining whether a system is secure or not depends on 

whether the level of security can meet the requirement of the 

system. 

II. TYPES OF SMART CARDS 

 Contact cards  

 Memory Cards  

 CPU/MPU Microprocessor Multifunction Cards  

 Contactless cards  

 Multi-mode communication cards  

 Hybrid cards  

 Dual interface cards  

 Multi-component cards 

A.  DEFINATION OF SMART CARD – 

 It is believed that smart cards offer more security and 

confidentiality than the other kinds of information or 

transaction storage. Moreover, applications applied with smart 

card technologies are illustrated which demonstrate smart card 

is one of the best solutions to provide and enhance their 

system with security and integrity. 

 Different kinds of scheme to organise and access of 

multiple application smart card are discussed. The first and 

second schemes are practical and workable on these days, and 

there is real applications developed using those models. For 

the third one, multiple independent applications in a single 
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card, there is still a long way to go to make it becomes feasible 

because of several reasons. 

 Memory cards simply store data and can be viewed as a 

small floppy disk with optional security. A microprocessor 

card, on the other hand, can add, delete and manipulate 

information in its memory on the card. Similar to a miniature 

computer, a microprocessor card has an input/output port 

operating system and hard disk with built-in security features. 

B. MANAGEMENT OF MEMORY 

Smart card is a device with major hardware constraints: 

low-power CPU, low data rate serial I/O, little memory etc. 

Today, card technology utilizes 8 bit processors (mainly of the 

6805 or 8051 family) whose memory sizes are about a few 

tens of kilobytes (Urien, 2000), typically 1-4 kb RAM 

(Random Access Memory), 32-128 kb ROM (Read Only 
memory) and 32-64 kb EEPROM (Electrically Erasable 

Programmable Read Only Memory) at least, with options on 

FLASH and FRAM (Ferroelectric Random Access Memory) 

as well. As the demand for smart cards matures, the standard 

memory of 32 or 64 KBytes can prove a serious limitation 

 
Table 1: comparing size of different smart cards 

According to Junko (2002), the EEPROM used in current 

smart cards is reaching its scalability limits, particularly for 

alternative non-volatile memory for future smart cards. 

Currently Philips is leaning toward magnetic RAM as an 

alternative to EEPROM. 

 

C. FACTORS CONSIDERATION OF CHIP 

There are various factors to be considered in the 

specification of the integrated circuit for the smart card. For 

this purpose of discussion, we will consider a CPU based card 

although the manufacturing of a memory card is substantially 

a subset of the above described. 

The key parameters for the chip specification are as follows, 

 Microcontroller type (e.g. 6805,8051)  

 Mask ROM size  

 RAM size3  

 Nonvolatile memory type (e.g. EPROM, EEPROM)  

 No- volatile memory size  

 Clock speed (external, and optionally internal)  

 Electrical     parameters (voltage and current)  

 Communications parameters (asynchronous, synchronous, 
byte, block)  

 Reset mechanism  

 Sleep mode (low current standby operation)  

 Co-processor (e.g. for public key cryptography) 
 

D. CONSIDERING FACTORS OF CARD 

 

The specification of a card involves parameters that are 

common to many existing applications using the ISO ID-1 

card. The following list defines the main parameters that 

should be defined,  

 Card dimensions  

 Chip location (contact card)  

 Card material (e.g. PVC, ABS)  

 Printing requirements  

 Magnetic stripe (optional)  

 Signature strip (optional)  

 Hologram or photo (optional)  

 Embossing (optional)  

 Environmental parameters 

E. CLASSIFICATION OF SMART CARDS 

 Contact vs Contactless 
As smart cards have embedded microprocessors, they 

need energy to function and some mechanism to 

communicate, receiving and sending the data. Some smart 

cards have golden plates, contact pads, at one corner of the 

card. 

This type of smart card is called Contact Smart Card. The 

plates are used to supply the necessary energy and to 

communicate via direct electrical contact with the reader. 

When you insert the card into the reader, the contacts in the 

reader sit on the plates. According to ISO7816 standards the 

PIN connections are below: 
   

   
 

 I/O: Input or Output for serial data to the integrated circuit 
inside the card. 

 Vpp: Programing voltage input (optional use by the card).  

 Gnd: Ground (reference voltage).  

 CLK: Clocking or timing signal (optional use by the card).  

 RST: Either used itself (reset signal supplied from the   
interface device) or in combination with an internal reset 
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control circuit (optional use by the card). If internal reset is 

implemented, the voltage supply on Vcc is mandatory.  

 Vcc: Power supply input (optional use by the card). 
The readers for contact smart cards are generally a separate 

device plugged into serial or USB port. There are keyboards, 
PCs or PDAs which have built-in readers like GSM cell 

phones. They also have embedded readers for GSM style mini 

smart cards. 

Some smart cards do not have a contact pad on their 

surface. The connection between the reader and the card is 

done via radio frequency (RF). But they have small wire loop 

embedded inside the card. This wire loop is used as an 

inductor to supply the energy to the card and communicate 

with the reader. When you insert the card into the readers RF 

field, an induced current is created in the wire loop and used 

as an energy source. With the modulation of the RF field, the 
current in the inductor, the communication takes place. 

The readers of smart cards usually connected to the 

computer via USB or serial port. As the contactless cards are 

not needed to be inserted into the reader, usually they are only 

composed of a serial interface for the computer and an antenna 

to connect to the card. 

The readers for contactless smart cards may or may not 

have a slot. The reason is some smart cards can be read up to 

1.5 meters away from the reader but some needs to be 

positioned a few millimeters from the reader to be read 

accurately. 

There is one another type of smart card, combo card. A 
combo card has a contact pad for the transaction of large data, 

like PKI credentials, and a wire loop for mutual 

authentication. Contact smart cards are mainly used in 

electronic security whereas contactless cards are used in 

transportation and/or door locks. 

 Memory vs Microprocessor 

The most common and least expensive smart cards are 

memory cards. This type of smart cards, contains EEPROM 

(Electrically Erasable Programmable Read-Only Memory), 

non-volatile memory. Because it is non-volatile when you 

remove the card from the reader, power is cut off, card stores 
the data. 

You can think of EEPROM, inside, just like a normal data 

storage device which has a file system and managed via a 

microcontroller (mostly 8 bit). This microcontroller is 

responsible for accessing the files and accepting the 

communication. The data can be locked with a PIN (Personal 

Identification Number), your password. 

PIN's are normally 3 to 8-digit numbers those are written 

to a special file on the card. Because this type is not capable of 

cryptography, memory cards are used in storing telephone 

credits, transportation tickets or electronic cash. 

Microprocessor cards, are more like the computers we use 
on our desktops. They have RAM, ROM and EEPROM with 

an 8- or 16-bit microprocessor. In ROM there is an operating 

system to manage the file system in EEPROM and run desired 

functions in RAM. 

 
As seen in the diagram above all communication is done 

over the microprocessor, there is no direct connection between 

the memory and the contacts. The operating system is 

responsible for the security of the data in memory because the 
access conditions are controlled by the OS. 

 
With the addition of a crypto module our smart card can 

now handle complex mathematical computations regarding to 

PKI. Because the internal clock rate of microcontrollers is 3 to 

5 MHz, there is a need to add a component, accelerator for the 
cryptographic functions. 

The crypto-cards are more expensive than non-crypto 

smart cards and so do microprocessor card than memory 

cards. 

F. RELATION BETWEEN SIM CARD AND SMART 

CARD 

Subscriber Identification Module (SIM) is a smartcard 

which is being used by the mobile phone to identify each 

mobile device with other. This Card is provided by the mobile 

network provider. Each SIM card contains a unique key. 

Mobile phone will use data encrypted with this key to 

communicate with its network. 

            
Fig, Sim cards 
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The Mobile equipment (ME) will talk to the SIM card for 

the encryption in some standardized way. The ME talk to the 

SIM in some format viz APDU (see Appendix). When the user 
connects to the mobile network, the mobile equipment 

requires executing some command for 

authorizing/authenticate the user. 

This is done by the application inside SIM card. For this 

purpose, the ME initiate a set of gsm standard commands in 

some particular order and achieve the result. The GSM 

specification standardized the communication with the SIM. 

For more details regarding the security see Appendix. 

For a GSM mobile phone, the steps and procedure for all 

the functions are standardized by the GSM mobile community. 

This Standard is defined in GSM11.11. SIM card contain an 

application which can respond to the command which are 
initiated by the ME. In short SIM card is a smartcard with an 

application which implement the gsm11.11 specification. 

With the technological advancement in the area of smart 

card especially with java card, it is possible to implement 

more than one application in the same java card. This enables 

the java card to be used as SIM card as well as smartcard for 

payment application. 

 

Fig, Smart cards 

G. APPLICATION OF SMART CARD 

 Payment System 

A payment function is an integral part of most smart 

card applications because most services accessible by 

smart cards must be paid one way or the other. 

 Smart Networking 
Smart card technologies provide strong security 

through encryption as well as access control, based 

on identification technologies such as biometrics. 

 National ID / Authentication 

In the wake of 9/11 attack a need has been felt in 

many countries for tamperproof ID cards and a 

secure authenticating device. Many countries all over 

the world are trying out, and implementing, the smart 

card option as a national identity card. 

 University Identification 

The traditional student ID card can be replaced by an 

all-purpose chip-based student ID card, containing a 

variety of applications such as electronic purse for 
vending and laundry machines), and for use as a 

library card, and meal card. 

 Financial Applications 

Smart cards are being used as an electronic purse, or 

e-purse, to replace coins for small purchases in 

vending machines and over-the counter transactions. 

This area is growing rapidly in Europe and the U.S. 

 Retail & Loyalty 

Smart cards are used to record the transactions of the 

customer, which are helpful in implementation of 

loyalty programs. Consumer reward/redemption is 

tracked on a smart loyalty card that is marketed to 
specific consumer profiles and linked to one or more 

specific retailers serving that profile set. 

 Communication Applications 

The chip-based cards help secure the initiation of 

calls and the identification of callers (for billing 

purposes) on any Global System for Mobile 

Communications (GSM) phone 

 Transportation 

Mass transit fare collection systems are using smart 

tickets, which are easy to load and redeem for a fare. 

These smart tickets can be disposable -that means use 
and throw away or can be given only to regular 

travelers. 

 
 

H. ADVANTAGES OF A SMART  CARD 

 Flexibility 

 Security 

 Portability 

 Increasing data storage capacity 

 Reliability. 

 

I. DISADVANTAGES OF SMART CARD 

 NOT tamper proof  

 Can be lost/stolen  

 Lack of user mobility – only possible if user has smart 
card reader everywhere, he goes. 

 Has to use the same reader technology  
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 Can be expensive  

 Working from PC – software-based token will be better  

 No benefits to using a token on multiple PCs to using a 
smart card  

 Still working on bugs 
 

III. CONCLUSION 

The smart card being most secure and proven for its 
security, but was not popular amount the payment schemes. 
The financial institutions were watching the developments in 
the area of smart card, until it gets mature. 

But in spite of its proven capability in the area of security, 
smart card failed to get enough popularity. One of the reasons 
of it is the lack of acceptance by the user. The penetrations of 
mobile device like mobile phone and PDA have made a 
significant impact in the area of e commerce. 

The mobile operators are also trying to sell “Hard” their 
product by providing additional value-added services. Even the 
Customer wants to have useful application in their mobile 
devices. The financial institutions are looking for a new 
revenue generation business and M-Commerce is one of those 
new areas. 

Steps are taken by the financial organization to set the 
standards for m-commerce. From the above discussion it is 
evident that the financial institute, mobile operator and 
customer are looking towards a reliable, flexible and proven 
frame work for mobile commerce. 

If this frame work is in place and supported by financial 
institutes, then customer will trust the new scheme and mobile 
commerce is going to be new area of commerce. 
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